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Abstract

In the paper we present the main principles of solving the issue of data protection in clouds. Furthermore, we
demonstrate possible security and cryptographic weaknesses, and suggest principles of ideal data protection,
while simultaneously pointing out the disadvantages of ideal solutions using a concrete example.

Furthermore, we present our vision in the area of further evolution of mobile devices in the context of cloud
repositories, as well as anticipated trends of data protection in them. In selected chapters concerning data
protection we put currently available solutions available in the market and compare the level of protection
they provide. We point out concrete correct implementation, as well as incorrect application of cryptographic
concepts or other closely related security risks. Wherever relevant, we point out concrete instances (whether
from a cryptographic or implementation perspective) where the given solution is failing, and finally we evaluate
the impact on the security of the whole system.

Subsequently, we compare — using practical cryptographic examples — the performance of the traditional
platform for implementation of cryptographic concepts (Java) to the new platform of natively supported web
explorers (JavaScript). Taking into account current as well as predicted boom of mobile technologies, we
conduct comparative tests even on selected mobile devices. We chose representatives both from the area of
telephones and tablets. In the area of mobile devices, we compared the approach to the implementation of
cryptographic algorithms on the native language platform and the implementation of algorithms using
JavaScript library. The comparison is carried out with a representative volume of data, which grows in the
course of the test, in order to define the key limits or benefits of the individual platforms, as applicable. In
closing, the statistical results are summarized to make them usable as support for basic orientation when
selecting target implementation platforms of cryptographic design. The aim of comparing the mobile platforms
is to provide basic information as guidance in the decision-making process, as to whether it is possible to use
the native code of the platform for the implementation of the intended solution or, alternatively, use HTML 5
enhanced by JavaScript. The latter alternative is promising as a feasible solution for all mobile and desktop
platforms, save for certain limitations that we focus on as well.

Abstrakt

V pfispévku uvadime hlavni principy feSeni ochrany dat v cloudech. Poté ukazujeme na mozné bezpecnostni a
kryptografické slabiny a navrhujeme principy idealniho zabezpedeni dat. Poukazujeme na nevyhody idedlniho
reseni a uvadime konkrétni priklad.

Dale uvadime nase vize, jak se bude dale vyvijet oblast mobilnich zatizeni a jejich vztah ke cloudovym ulozistim
a jak se bude vyvijet ochrana dat v téchto uloZistich. U vybranych pasazi tykajicich se ochrany dat davame do
souvislosti existujici feSeni dostupna na soucasném trhu a jejich Uroven bezpecnosti. Poukazujeme na konkrétni
korektni implementace pfip. nespravnou aplikaci kryptografickych konceptd nebo jinych blizkych
bezpetnostnich rizik. V pfipadé, Ze tomu tak u daného feseni je, poukazujeme na konkrétni mista (at uz z
kryptografického nebo implementacniho hlediska), kde dané feseni selhavd, a zhodnocujeme dopad na
bezpecénost celého systému.

Nasledné na praktickych kryptografickych ptikladech provadime srovndni vykonu tradiéni platformy pro
implementaci kryptografickych konceptl (java) v porovnani s novou platformou nativné podporovanou
webovymi prohlizeci (javascript). S ohledem na soucasny i ocekavany rozmach mobilnich technologii provadime



srovnavaci testy i na vybranych mobilnich zafizenich. Vybirame zastupce jak z fad telefond, tak tablet(. V ramci
mobilnich zafizeni je srovndvan pfistup implementace kryptografickych algoritm( v nativnim jazyce platformy
oproti implementaci algoritm( javascriptovou knihovnou. Porovnani je provadéno na reprezentativhim objemu
dat, ktery pribéZiné béhem testu narlista, aby se projevily klicové limity pfip. vyhody jednotlivych platforem.
Statistické vysledky jsou v zavéru sumarizovany tak, aby vysledky byly vyuZitelné jako podklad pro zakladni
orientaci pfi vybéru cilové implementacni platformy kryptografického designu. Cilem srovnani u mobilnich
platforem je poskytnout zakladni informace pro orientaci pfi rozhodovani, zda je mozné pro implementaci
zamysleného feseni vyuzit nativni kod platformy nebo je mozné vyuzit HTML 5 obohacené javascriptem. Druhé
zminované reseni slibuje moZnost vyuZivat reseni na vSech mobilnich i desktopovych platformach, ale skyta
také nékolik omezeni, na které poukazeme.
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