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MIST has opened a public competition to develop a new cryptographic hash
algorithm, which converts a variable length message into a short *message
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Federal Register Notices applications. The competition is NIST's response to recent advances in the
Submission Requirements cryptanalysis of hash functions. The new hash algorithm will be called *SHA-3"
and will augment the hash algorithms currently specified in FIPS 180-2, Secure
Hash Standard. Entries for the competition must be received by October 31,
Email Mailing List 2008. The competition is announced in the Federal Register Motice published on
Contacts MNovember 2. 2007 further details of the competition will be available at the

: specific sites indicated in the menu on the left.
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Tym BLUE MIDNIGHT WISH: 64-bit, 256 64-bit, 512
Danilo Gligoroski bit speed bit speed
. v cycles/bytes cycles/bytes
VIa§t|m|I Klima Blue Midnight Blue Midnight
Svein Johan Knapskog 1|Wish 7.55| | 1)wish 3.88
Mohamed El-Hadedy 2lSkein 7.6/ | 2[Skein 6.1
Jorn Amundsen 3/Shabal 8.03 3/Shabal 8.03
Stig Frode Mjglsnes 4/BLAKE 8.19| | A4BLAKE 9.29
5|Keccak 10 5|CubeHash 11
Zasadni pozadavek: 6/CubeHash 11 6/SIMD 12
bezpecCnost a rychlost 7/SIMD 11 7/SHA-512 12.59
(z nich se neda nic slevit) gLuffa 134 8/H 16.8
.cena” HW a SW realizace i1lorgst 207 [iliams
(z nich se da vybirat) 12|Hamsi 25 | 12/Grgstl 30.5
13|SHAvite-3 26.7| | 13|SHAvite-3 38.2
Rozpor mezi bezp. a rychlosti |14 gue 28| | 14[ECHO 53.5
a nové technologické reseni 15/[ECHO 28.5| | 15/Fugue 56




Algorithm: Blue Midnight Wish
Input: Message M of length [ bits, and the message digest size n.
Output: A message digest Hash, that is n bits long.

B MW 1. Preprocessing
N .

(a) Pad the message M.
(b) Parse the padded message into N, m-bit message blocks, M),
M2 MW,

® BMW224 (¢) Set the initial value of the double pipe H'9).

2. Hash computation

¢ BMW256 Fori=1to N
e BMW384 {
e BMW512 }

3. Finalization

® ROZd I |y Hfiﬂai — flfH'z'Nj? CONSTJ‘NM:E}:
e ”ia’d ne“ 4. Hash =Take_n_Least_Significant_Bits( H /"),

o W =32/64
' - Where the compression function f is defined as follows:
o kraceni _
Qn - fD'[ﬂ'LHj:.

vystupu Qv = fL(M,H,Q,);
newH = fo(M.Qu, Qu):
FfIM,H)=newH,

H = f[ﬂ'f“]?Hié_“]?

o

Table 1: A generic description of the BLUE MIDNIGHT WIsH hash algorithm



Nekteré principy: Dvojita pumpa,
zobecnéni D-M zesileni, finalizace
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Pouzivane operace a funkce

EMW224 /BMW 256

EMWas4/BEMWEL2

sglz) = SHRY () @ SHL3(z) @ ROTLY(z) @ ROTL1%(x)
21(z) = SHRY () @ SHL2(z) @ ROTLZ(z) @ ROTL?3(x)
sg(z) = SHR%(z) @ SHLY(z) @ ROTLY2(2) @ ROTL25(z)
sg(z) = SHR?(z) @ SHL%(z) @ ROTLY%(2) @ ROTL2Y(z)
sy(z) = SHRY(z) @ =

ap(z) = SHR2(z) @ =

ri(z) = ROTL3(x)

rolx) _ rROTLT (2}

re(z) = ROTL13(a)

rg(z) = ROTLYG(a)

rg(z) = ROTLY%(a)

ralz) = ROTL23 (x)

re(z) = ROTL2T (a)

AddElement(i) - (HGTLEU mod 1'33+U.:ﬂ,f§"3) +

({343 med 189410, 5 (E) _ ({5410 mod 18)41)  pg08)

ROTL (M’j_l_aj ROTL (wj_i_mj +

. (i)
K3+1E) & HH_T

expandy (jl= 31':{':"?116) +32(Q%‘ﬂ15)+33 (Q(.ifidjﬁ‘sﬂ (Q;Jjﬂiaj
& 3 i (@)

@) ea@ e @Y s (@)

+ 2@ 4@ 4@y + @)

+ slt@f.“in 2@ +05@ ) + ap@lD )
— j—a i—2 i—1
+AddElement(j — 16)

expands (j)= @%"216 +r1t@%‘*ﬂmn+ @%"f“ +r2 Q" )
+ Qi +ra(@2 D+ @ o+ @)
+ Q' +m@%*_¥)+ Q¥+l
0 ) (i) i)
+ Q5" +77(Q57 ) +2a (@ )+ =6(Q,71))

3
+AddElement(j — 18}

sg(z) = SHRY(z) @ SHL3(z) @ ROTL* (z) & ROTL3 (x)
s1(z) = SHRY(z) @ SHL?(z) @ ROTLY3(z) & ROTLA3(x)
sp(z) = SHR?(z) @ SHLY(z) @ ROTLYY(z) & ROTL%3(x)
sg(z) = SHR?(z) @ SHLY(z) @ ROTL?3(z) & ROTL%¥ (x)
sy(z) = SHRY(z) @ =

sp(z) = SHR? () @ x

rylz) = ROTLY(z)

ro(x) = ROTL1L (z)

rg(x) = ROTL2T (z)

ry(x) = ROTL32(z)

ry (x) = ROTL3T (z)

rg(x) = ROTLY3 (z)

re(x) = ROTL3 (z)

Add Element () - roT L3 ned 1ﬁ)+13.:,w:'§“) +

(543 nod 1683413, 08 _ ({7410 nod 16)41)  pqpld)
ROTL (wﬂ_zj ROTL (Mj_l_mj +

(4)
K H
;|+1ﬁ) ®H

expand)(j)= 31(‘?;“? 16" +=‘54':':"_§|§1E 15j+33({3';i11‘1j+3|3(@§i£13)
N Slfgj‘ﬂuj +32(Qjﬂlij+agiﬂjiilnj+au(@%ﬂg)
+ 31({;’_5113:' +32(Q(-”73 +33':Q("!£ﬁj+3':'iq '225)

+ 81':Q|:_ii‘1j +32(inﬂ3)+33(inﬂgj+30(@féﬂlj

+AddElementij — 16) 1 J J
expandy(i)= Q?’jw +r1t@§f_)mn+ Q?H +rat@{
+ 4, +ra@2 o+ @i+l
+ @%‘fa +«.~5m%“£7)+ ol +rstag‘fsh
+ Q¥ +r70Q( ) +ea(@ 4 s @l )

F—4
+AddElement(i — 18)
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SHA-2 :
( x) [ ROTL*(x) @& ROTLY(x)
o 2(x) fp ROTL®(2) & ROTL® (x)
| A794 IR S
BMW224/256 (2) B ROTLY(x) & ROTL® (x)
\ 2(x) fp ROTL' (x) & ROTL* (x)
( ) B ROTL*(x) @& ROTL™ (x)
. 2(2) |p ROTL"(2) & ROTL* (x)
BJII1 38—1/_)]_ + R.O'I1ng[j!] + ROILSE[E]
\ & ROTL®(x) & ROTL* ()
Y2o8(x) = ROTR*(z) ® ROTR“(2) ® ROTR*(x)
Y¥6(2) = ROTRS(2z) @ ROTR' (x) & ROTR* (x)
SHA-224/256 03 %(x) = ROTR'(xz) ® ROTR"™(x) ®  SHR’ (x)
03 () = ROTRY (1) & ROTR"(x) & (SHR" ()

(navrhova kritéria jsou tajna)

2(x) = ROTR*(z) & ROTR*(x) & ROTR* (x)
z)= ROTRY(z) & Rom“( )+ ROTRY (x)
r)
x)

gl (et
—_
[

,-’_"‘\ /'_"‘\

SHA-384/512

oo*?(x) = ROTRY(z) & ROTR®(x) @ [ SHR (x)]
o12(z) = ROTRY(z) & ROTR® (x) & | SHR® (x))
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Pozorovani u S-boxu SHA-2
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Pojem vypocetni asymetrie

Definition 1. For every nonsingular matriz S of order n x n in GF(2), let us
denote by C(S™1) the number of different elements present in the inverse matrir

S~ when the inverse is taken in the ring Zon(+,
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Vypocetni asymetrie u S-boxu
SHA-2 [GK2009]

Corollary 2.

(zzob =33 (3 ) c(sgse—l)a.nd C(s767") = 121,
51 | s12-1y _gHa;

Blizké k maximu

Maxim. mozné hodnoty (523 a 2079)

Vzdalene



S-boxy u Blue Midnight Wish

Hodnota blizka
maximu Maximalni
mozna hodnota

C(soi; =[524 (C'(so ') =[2080

N C(s17') =p28 C(sq~1) =R080

BMW?224 /256 : . VITV384/512 - 1

/25 C(sy ) =ppag BMW3S4/512: 4 01y _bosg
C(sg~!) =628 L C(ss™!) =080




Zakladni
schéma
kompresni
funkce

e 2 nasobna
pumpa H

e 4 nasobna pumpa
Q = (Qa, Qb)

e M H,..., newH

e hash=%"%H

i
ul:lJ— |'| 111"“ HH l’IJ'

LH _fl 'urm u 1) QUJ ;

Hn;:fj (M) QHJ LU ):

message block

double pipe

M= (Mg, ..., Mis) |

1+ AddElement
e

N

|
Ga:llaﬂj’-'w Q15} }_"

S

f1

NI

l

new double pipe

—

!
| Qs = (e, ..., Qa4) |
( |
.‘-L f2
H=(Hq, ..., His) |
C finalize

}
Final hash



Q, = f(H,M) = As(A2(A1(Ao(M, H))), H)

=X

e zakladni vlastnost: slaba jednosmeérna funkce
vzhledem k H, bijekce vzhledem k M



fo

X=AMH =M+cH

I W=4,(X):
DIICI funkce Wo = Xs& - X7 4+ Xio 4+ X1z 4+ Xu
Wy = Xe - XNz 4+ X1 4+ X - iln
W, = Xo 4+ X+ + Xo — Xi» + .
o Xor v S A v S v
_ We = X3 4+ X2 + Xo - Xu - X
i matice We = Xs - Xa 4+ Xio — Xia + Xis
We = Xy — Xgqg — Xz — Xiu1 4+ Xis
o s-boxy Wr = X1 - Xa - X5 - Xin - Xu
1 Wsg = Ao - Xy - ie + );'(13 _|—_ ﬁlb
Wo = Xo — X - ;
© *ROTLA) A S R A AR
Wi = X — Xo —  Xo - X5 4+ Xa
H"']_z = X1 + X3 - X{~. - XE' + XlD
, . Wiz = X2 4+ §4 + i* + im + §11
W = X - 5 8 - -
vystupem je o N S
Qa =(QO,Q15) S = Ax(W): , - -
So = so(Wh) 51 =s1(W) S = S;zm’z_}' Sy = S&(I’{"a_}'
: Sy =s4(Wa) S5 =s0(Ws)  Sg=s1(Ws)  S7=s2(lW7)
Vlastnosti: Sg = s3(Ws)  So=s4(Wy)  Si1o=s0(Win) 511 =s1(Wiy)
. Sio = s2(Wia)  Siz =s3(Wiz) Sia=sa(Why)  Sis = s0(Wis)
bijekce nebo
. Q = _"13,["? H;l
multipermutace, ‘
Qo = So + Hi; Q1= 51+ Hoa; Q2 = Sz + Hj; Qz = Sz + Hy;
vzhledem k H Qi=SitHy Qs=S+Hs Qo=S+Hr  Qr=5+Hs
(Weak)OWF s = Ss + Ho: Qo =5+ Hip; Qo =50+ Hii; Qu=51u+ Hiz;

Q12 = S1o+ Hiay Qua=S13+Hiyy Qua=5Suu+His, Qs =55+ Ho:



(SW) realizace f,

Q1
Q2
Qs
Qa

Qg
Qs
g
1o
Q11
Q12
s
(T
i

tA++t++ ettt

S0
81
8g
83
84
]
81
8g
83
84
S0
81
&g
83
84
S0

(Mg Hy)
(Mg P Hg)
(Mg & Hg)
{J?L'ID':-E‘HDj
(M1 Hy)
L’LI:}'—F‘HE‘:'
(Mg & Hy)
(M & Hy)
(Mg & Ha)
(Mo & Ha)
{J?L'IS':-E‘HSj
{.?Infa'-F‘HSj
(M & Hy)
(Mg & Ha)
(Ma B Hsg)
(Miya & Hia)

L+ 1+

I+ 4+ |

M: 3 H7)
_'?Ir.'{s ‘ﬂ-:'HSj
ﬂ'.‘{?ﬂ'}H?fl
My & Hy)
Ma & Ha)
Mo @ Hy)
Ma & Hp)
My & Hy)
_'?'r.'{:. ﬂ-:'HE,j
Mg G Hg)
My & Hy)
_nr.'{ﬂ 'ﬂ'_‘.'.hrlj“:I
My "-'[-'ng
_nr.'{.-l 'ﬂ'}de
_'?Ir.'{:. ‘ﬂ-:'Hs.:'
_'?'r.'{‘i ﬂ-:'Hd,j

T o o i o

| ++++++

I+ |

I+ 1

(Mo P Hio)
(M1 Heq)
(Mg & Ha)
(Ms & Hs)
(Mg & Ha)
(Myn & Hio)
(M3 & Ha)

(Mya & Hys)
(My4 & Hqa)
(Mi2 & Hqa)
(Mo & Hia)
(My1 5 Hqa1)
(AMqa § Hia)
(M1 & Hyq)
(My2 & Hya)
(Miya & Hqs)
{_nr_'{;" ':-E'H?j
(_'Plr.'{? ':-E‘H?j
(Mg & Hy)
(Mg ® Hg)
(Mo & Hig)
(M1 & Hyq)
{J?L-ll.rg ':-E'ng

44+

I

(Mg F Hia)
(Myn & Hyn)
(Myn & Hys)
(Mis & Hea)
(Mg B Hea)
(Mis & His)
(M3 & Hia)
(Mg F Hia)
(Myn & Hys)
(Mg F Hiq)
(Myis & His)
(Mo & Ha)
(Mg & Hyg)
(M1 & Haq)
(M2 & Hia)
(Mis & Hia)
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| ma={a:£...,u-5} —
f «’ *‘~
1

£men i
non-linear feedback shift '—Zﬂ@

register, strida funkce

ve zpétné vazbeée :
P | Q= If_ﬂwi.. o, Qag)

The function f; expands Q, = (Qo, ..., Q15) to Qp = (Q1s, -..,Q121) according to the tunable parameters
ExpandRounds, and ExpandRoundss:

1.1 For i1 =0 to ExpandRounds, — 1
lele = expand; (i1 + 16)

1.2 For i1 = FrpandRounds, to ExpandRounds, + Erpand Roundss — 1
Qgﬂ_lﬁ = expands(ii + 16)

where the functions expand; () and expands() are defined as:

expandy (j)=s1(Qj—16)+52(Qj-15)+s3(Qj-14)+s0( Q; 13

+s1(Qj—12)+s zfQ 11)+53(Q—10)+ s0(Q—a)

510 )—s) + 52(Qy_7) + 53(0y—6) + 50(Q)_a)

iﬁ&@; 1) +52(Q_3) +s3(Qj_2) + s0(Q_1)
Aj 16

erpandy(j)=0Qj—16+r1(Qj—15)+ Q;r 14 +72(Qj-13)
+Qj—12+73 Q ) 10 +7a(Qj—0)
+ Qj_s +T‘5(Q] % 6 +T‘6(QJ 5)

+QJ 4 +7rr7 (Q ‘I‘Si( j— 2)+55 Q_} 1)
+"—'1J 16 -



Qb = Qq4, ..., Q34

e NLFSR:

Q[16] = s1(Q[ 0])+s2(Q[ 1])+s3(Q[ 2])+s0(Q[ 3])+s1(Q[ 4])+s2(Q[ 5])+s3(Q[ 6])+
sO(Q[ 7])+s1(Q[ 8])+s2(Q[ 9])+s3(Q[10])+s0(Q[11])+s1(Q[12])+s2(Q[13])+

s3(Q[14])+s0(Q[15]) +A[O]

Q[17]= s1(Q[ 1])+s2(Q[ 2])+s3(Q[ 3])+s0(Q[ 4])+s1(Q[ 5])+s2(Q[ 6])+s3(Q[ 7])+
sO(Q[ 8])+s1(Q[ 9])+s2(Q[10])+s3(Q[11])+s0(Q[12])+s1(Q[13])+s2(Q[14])+
s3(Q[15]) + sO0(Q[16]) + A[1]

Q[18]= Q[ 2]+r1(Q[ 3])+Q[ 4]+r2(Q[ 5])+Q[ 6]+r3(Q[ 7])+Q[ 8]+r4(Q[ 9])+
Q[10]+r5(Q[11])+Q[12]+r6(Q[13])+Q[14]+r7(Q[15]) +s5(Q[16])+
s4(Q[17]) + A[2Z]

Q[19]= Q[ 3]+r1(Q[ 4])+Q[ 5]+r2(Q[ 6])+Q[ 7]+r3(Q[ 8])+Q[ 9]+r4(Q[10])+Q[11]+
r5(Q[12])+Q[13]+r6(Q[14])+Q[15]+r7(Q[16])+s5(Q[17])+s4(Q[18]) + A[3]

Q[20]= Q[ 4]+r1(Q[ 3])+Q[ 6]+r2(Q[ 7])+Q[ 8]+r3(Q[ 9])+Q[10]+r4(Q[11])+Q[12]+
r5(Q[13])+Q[14]+r6(Q[15])+Q[16]+r7(Q[17])+s5(Q[18])+s4(Q[19]) + A[4]

Q[21]= Q[ 5]+r1(Q[ 6])+Q[ 7]+r2(Q[ 8])+Q[ 9]+r3(Q[10])+Q[11]+r4(Q[12)+Q[13]+
r5(Q[14])+Q[15] +r6(Q[16])+Q[17]+r7(Q[18])+s5(Q[19])+s4(Q[20]) + A[5]




Rozklad Qb

Fop =:20{Qql+ 22(Q ) + 23({Qg) +=20(Qg) 4+ 210004 ) 4+ 22000 g) 4+ 23(Qg) + 20{ Q7+ 21{Qg) + 22(Qg) 4+ 23(Q1q) + 2008110 + =L{CQqa) + 22{0y15 )+

a3 (0140 4 200050

Py = =1iQ )+ =22(Q2) + 23(Q3) + 200Qy) 4+ s1iQy) + =2{Gg) + =23(Q7) + =0(Qg) + =1(Qg) + 220Qqp) + #2(Q11) + 200Q12) + =1{Q13]+

+32(Q14:| + 33(@15)

Fog =0Co4+r0Qs) + Q4 +r2(Q5) + Q5 + 73(Q7) + Qg +74iQg) + Qo+ 750910 + Qia + r6(Q5) + Qqg + 7T 15)
Pa =g+ rlify) + Qp +r2ilg) + Q7 + 73iQg) + Qo +rd{Qqod + Gy + r8(0y o) + Qg + 7601 4) + g
Py =Qu4+71{Qs) + Qg +72(Q70 + Qg +73(Qo) + Qo+ 7l + Qi + 78080130 + Qg + 78(Q15)

Py =Qn4+r1{Qg) + Q7+ r2(Qg) + Qo + w30Q1p) + @11 +74(Qq0) + Qs + 7o (Qyg) + Q1p

Fg =CQg+ Q)+ Qg+ r2{Qa) + Qo+ r3(Q91 0+ Qg 4+ 7diQq5) + Qg + 750045

Fr =0Q¢+rliddg) 4+ Qg+ r2id90) + Q91 + 73000920+ Qqg +ra(Qy ) + Qg

Fg =0Qg+7r1{Qg) + Qqp+72(Q11) + Qe + 7300131 + Qg +rd(Llys)

Py = Qg4+ r1{Qg) + Q41 + r2(Q90) + Qg + 730040+ Qqn

Fip =010+ r0Q11) +Qyg +r2(Q93) + Qqq + 73000 15)

Py = Q1 +71{Q2) + Q13 + 720Q14) + Q1s

ilz = @]m + Tigglag + gm + r2(ldyg)

13 = Mg + rlidd14) + W
P. = ]} 1 — U
i 2 g ) o P=T"(Qa)
e R=P+A, A=AddElement
— TL
e Qb=TLR

Q1s = Hy
Q7 = By 4+ =000 45)
Qig = Rg 4+ =24iQq5) 4 25(0Q 7]
Qo = RHa +vT{0e) + adiQq7) + 250 15)
Qop = Ry + Qg + v7(Q17) + adiQqg) + 25(Cqq)
oy = Ry +r6(Qq) + Q17 + 770050 + 24(Q o) + 25(Qgp)
Qag = Rg + Qg + r8(Qy7) + Qs + 7700l + 24i(Qgp) + 25(02q )
oz = Ry + r8iQye) + Q7 + 760018 ) + Q1o + rT(Qag) + sdidlag) + 25(l)90)
Jog = Bg+ Qg + r5iQy7) + Qs + m6( Q10+ Qog +77(Qeq) + 24iQgg ) + 25(Qag)
Qop = Hog + rd(Qqg) + Q7 +r0iQg) + Q1o + r6(Qop) + Qoq + vT(Qoz) + 2diQag) + 35(Qgy)
Qag = Rig+ Qg+ m4(Q7) + Qig +78(Q4g) + Qg +78(Qaq) + Qag + vT(Qgg) + 24(Qay) + 25(Qgy)
Qo7 = Ry +r3(Qe) + Q17 +rd(ya) + Q1o + r8{Qag) + Hog + r6illon) + Qg +r7(0ag) + 2d(Qlog ) + s5(Qog)
Qog = Ryg + Qi + r3(Q17) + Qs + 7d( Qo) + Qog + 7800y ) + Qoo + réiQaz) + Qog + vT(Qas) + 2d(laog) + a8(Qa7)
Qag = Ry +720Q96) + Q17 + 730050 + Q1o + rdiQag) + Qa1 + r8iQag) + Qag + r6iQay) + Qag + rTi0ag) 4 24(la7) + 28(Qag)
Qag = Ryg + Qg + r20Q17) + Qg + 73(Q10) + Qag + 74(Qa1) + Qag + r8(Qaa) + Qag + r6(Qan) + Qog + 77(Qa7) + 24(Wog | + 25(Qan)
Qa1 = Big +71{Q1e) + Q17 +r2(Q1s) + Q1o + r3(Q2p) + Q21 + rd(Qo2) + Qaag +r8(Qag) + Qag + ré(Qag) + Qa7 + v7(Qas) + #4(Q20) + #5(Q30)



Rozklad a vlastnosti f,

AddElement

Q,

e TU,TL,f1 — bijekce a multipermutace



AddElement: rozklad a viastnosti

A = AddElement(M,H) =
0205555555, ..., 31 + 0205555555,

dilCi zobrazeni

B, rot, xor H: bijekce,
multipermutace

e R R R

T e e T T e R R T e T

(B(rotM) + K) &

B(M)

rOTLY(Mg)
ROTLZ(Mq)
ROTL3*(Ma)
ROTLA(Mg)
ROTL®{My)
ROTL"(My)
ROTLT (Mg)
ROTL® (M=)
ROTL®(Mg)
ROTLIY Mg
roTLYY (M)
ROTLY3(Myq)
ROTLY3(My5)
ROTLY4 (M)
ROTLI®(Myy)
ROTLY® (M, 4)

ROTL"(H), where K
My + DM; Mg
M, + M, My,
My +  M; Mo
My + Mg Mia
My + M- My
Ms + M;s Mis
Mg + Mg My
M; + My My
Ms + My My
My + My, M,
My + M My
My + My M;
Mz + M5 Mg
My + M, M-
My + My Mz
Mis + M; My
+ ROTLY(Mg) -
+ ROTL®(My) -
+ ROTLY(Mg) -
+ ROTLY (Mg -
+ ROTLS (M) -
+ ROTL(Mg) -
+ ROTLI%(Mgy -
+ RoTLYYimMig) -
+ ROTLY%(My) -
+ ROTLY3 M4y -
+ RrRorLYYagL -
+ ROTLY®(M,4 -
+ ROTLY®iM -
+ ROTLY (Mg -
+ ROTLZ(M{) -
+ ROTL*(Mg) -

is a constant K

roTLYY (M)
ROTLY2(Myq)
ROTLY3(My5)
ROTLY (M g)
RDI‘LIEL Myg)
ROTLY® (M, q)
ROTLY (M)
RL‘JTLEEMI‘J
ROTL*(Mg)
ROTLA(Mg)
ROTL" (My)
ROTLS(My)
ROTLT (Mg)
ROTLZ (M=)
ROTL®(Mg)
ROTLY"(Mg)

++++++++++++++++

" 00000

Tt T T T T T e T T T e T s T e

(16 #



f1:0. = THR) =TEHTV(Qu) + (BlrotM)+ K) = ROTL™(H)))
[

Fp —il-(ﬁuq)+)8i(f%%é+9)3(f?z)+SD(Q3)+81(Q4)+82(Q5)+83(Q5)+SU(Q 71+ 21(Qg) +22(Qa) + 23(Qyp) + 800G 11) + 21{Qy2) + =2(Q3)+
2 14 a

Py —iliﬂb)+)8i(%%é+39)3(f33)+SU(Q4)+81(Q3)+82(Q5)+83(Q T4 e Q) + 21{Qa) +220Qqp) + 23(Q41) + a0(Qya) + =1{Q3)+
el 1g) T 85l g

Pz =@Qo+rliQs) + Q4 +7r2(Qs) + Qg +r3(Q7) + Qg +rd(Qo) + Qi + vy ) + Qi + r8iQ13) + Q1q + r7(Q15)

Py =Qa4+r1iQy) + Qs +72(Qa) + Q7 + r3(Qg) + Qg + rdio) + Q11 + r5(Q1a) + Q13 + 76(Q14) + U1n

Fy =Qu+m1iQe) + Qg+ r2(Q7) + Qg + r3(Qo) + Qo + 74110+ Qo + v8iQy5) + Qg + 760Q45)
Py =0Qn+r1{Qg) + Q7+ 72(Qg) + Qo+ v3(Q1p) + Q11 +74{Qyo) + Q3 + r8(Q14) + Q1

Fg =Qa+rl{Q7) 4+ Qs +72(Qg) + Q1o + r3(Q11) + Qo +rd(Qy3) + Qig + r8(Qys)

P =Q74+r1{Qg) + Qo+ r2(Q10) + G171 +73(0 120 + Q13 +74(Q14) + Q15

Fg =Qg+ Qo)+ Qo+ r2(Q11) + W12 +r3(Qa) + Qg + rd(dys)

Pg =0Qg+ r1iQ10) + Q11 + 720Q2) + Q13 +73(Q14) + Q1
Fig = Qo+ r1(Q11) + Q12 + 72(Qa) + P1g +73(CW15)
FPyy = Q1 +71{Q12) + Q13 + 720Q14) + W15
P]_g = Q]_g + Tl(Q]_g) + Q]_q + TQ(Q][B)

Pig = Qa3+ 71{Q14) + Q1

Piy = Q14+ 71{Q1s)

Pyn = Qs

Ry = Pg+4g = PFn + ( Hg @( RrorLY(My) + ROTLYM3) - ROTL (M) + Ko o))
Ry = P44y = P+ ( Hy @&( RrROTL3(My) + ROTL®(My) - ROTLIZ(Myy) + Ky )
Ry = Py + As = P, 4+ { Hg @& ROTL3(Ma) + ROTLS(My) -  rROoTLY3My0) + Ko D)
Ry = Pa+Ag = P3s + ( Hy @( RrRoTLYMy + ROTLT(Mg) - ROTLY(My3) + K3 )
Ry = Pyg+4y = Py + ( Hyg @( ROTL®(My) +  ROTLZ(M7) - ROTLI%(My,) o+ Ky o))
Ry = P+ Aag = Py 4+ ( Hy @ roTLSMgy +  RrROTL%™(Mgy -  ROTLY(My,) 4+ K5 o))
Rg =  Pg+4g = Fs + ( Hyz @( ROTLT(Mg) + ROTLYiMg) - ROTLY(Mg) + Kg )
Ry = Pr+Ag = PF; + ( Hyz @( ROTLS(M7) + ROTLYN(My;q) -  ROTLZ(My) + Kr )
Rg = Pg + Ag = Py + 0 Hyy @&{ ROTLY(Mg) + RrROTLYZ(ay4) - ROTL3(Mg) +  Kg )
Ry = Py + Ag = Ps 4+ ( Hys @&( ROTLI™(Mg) + ROTLY3 (Mg - ROTLA(Mg) + Kg
Rig = P+ 410 = P + ( Hg @i ROoTL'YMyg) 4+  ROTLM(My3) - ROTL®(My) 4+ Kig )
Ryp = Prg+ 41y = P+ ( H &( RoOTL1Z(Mmyy) 4+ ROTLI%(My,) - ROTLO(My)  + Ky )
Ryg = Pia+ Ay = Pz + ( Hy @&( RoOTLY3(Myg) + ROTLYC(My5) -  ROTLT(Mg) + Ko )
Ry = Pia+ 413 = Pz + ( Hy @&( ROTLYMy3) +  ROTLY(Mg) -  ROTL®(M7) + Kz )
Ryy = Pug+ A = Py + ( Hy @ ROTLY®(My) +  ROTLEM,) - ROTL%(Mg) + Kig )
Ryy = Pyg+Aqg = P + ( Hy @& RrRorL'Sm;yy +  ROTL*(Mg) -  ROTLYY(Mg) + Ky 0
Qs = Hp

Qi7 = Ry + 20(Qy5)

Qig = Ho + =4(Q1g) + =5(Q17)

Q1o = Rg + rT{Qe) + sd(Qq7) + a6(Q18)

Qag = By + Qg + r7(Q17) + 24(Qq5) + 25(Q9)

Qa1 = By + r6(Qqa) + Q7 + 77l s) + 24(Q19) + 25(Qa0)

Qo2 = Hg + Q16 + m6(Q17) + Q1s + v7(Q1a) + s4(Qop) + 85(Qa1)

Qog = Hy + r8(Qqe) + Q7 +r60g) + Qg + r7(Q20) + 84(Qa1) + s56(Q90)

Qayg = Bg + Qg +r5(Q17) + Q15 + v6(Qya) + Qg +r7(Qg1) + =4({ Qoo ) + =23(CQaa)

Qan = Ho + rd(Qqg) 4+ Qy7 +r8iQa) + Giag + 76(Qag) + Qa1 + 7T (Qoz) +24(Qa3) + 25(Qay4)

Qag = Hyg + Qg + 7a4(Qq7) + Qg + m80Q9g) + Qg +76(Qay) + Qoo + 77 Qag) + s4(Qay) + 85(Qax)

Qa7 = By +r3(Qq) + Q17 +74(Qys) + Q19 + r5(Q20) + Qoy + r6i(Qoz) + Qaa +rT(Qayg) + 24(Qg5) + 28(Qg6)

Qag = Byg + Q1 + m3(Q17) + Qg + m4(Q1a) + Qoo +73(Qa1) + Qg + v8(Q23) + Qog + r7(Qon) + 24(Qgg) + 25(Q27)

Qoo = RHig + r2(Qqa) + Q17 + 730 18) +Q19 + 4(@20) + Qa1 + roQoz) + Qog +r6(Qayg) + Wag + rT(Qag) +S4(Q:7) + =8(Qag)

Qap = B1g + Q1 + 72(Q17) + Qg + m3(Q10) + & gu +rd{Qay) + Qoo + r8(Qoz) + Qoyg + r8{Qan) + Waog + 77(Qa7) + =4({Qag ) + =5(Qag)

Q31 = Ry + r1{Qqe) + Q17 + 72 18) +ng + r3(Qon) + Q21 + rdiQaz) + Uoa +r8{lloyg) + Glag + r6iQlag) + Qa7 + rT(Q2s) + 3d(Qag) + s8(Q3z0)



f,

e La, Lb jsou blizke bijekci, L = La xor Lb je bijekce

: Rozklad a viastnosti

e f6 je bijekce

M

Qa

Q,




Hash jako HS,...,

= ROTLP((SHR3XH )@

Hg

f2:

Vyznam

XH, XL, f5, La, Lb

ROTL®(H,)

Hg =ROTL%(Hy)
Hyg =ROTLYHg)
Hyy =ROTLY?(H:)
Hiys =ROTLY3(Hy)
Hyg =ROTLY{H;)
Hy4 =ROTLY{ Hy)
Hyn =ROTLYS(Hg)

H15:

+H+++++++

Hg = ROTLW((SHLY(XH) & SHR®(Q2,) & My) + (XL & Qg & Q4))
Hyg=ROTLII((SHRY(XH) @ SHL®(Qa3) & Mg) + (XL & Qan & Qg))
Hyy = ROTLI2((SHR'Y(XH)® SHL?(Qqg3) & M7) + (XL @ Qa1 @ Q7))
Hyg = ROTLY}((SHL®(XH) & SHR"(Q16) & Mg) + (XL & Qog & Qq))
Hyg=ROTLYM((SHRT(XH) @ SHL®(Qy7) & M) + (XL & Qo & Q1))
Hyy = ROTLYS((SHR®(XH) @ SHLY(Qg) & Mg) + (XL & Qqog & Qa))
Hygy = ROTLS((SHRY(XH) @ SHL*(Q10) & M) + (XL & Qo7 & Q3))

00
o000
X XX
G = (M Ly(Qy) + (Qu © Ly(Qp)) eoe
newH = f[ﬂ-I,H = fsl G). P
i i i
XL = Qe & Qp & ... & Qn
_ ™ i (i . . (i)
XH= XL @& Qy & & & Qi
(SHL®(XH) @& SHR®(Qys) & My) + (XL @& Qog & Qp)
(SHRT(XH) & SHL®(Qq.7) & My) + (XL @& Qan & Q1)
(SHR®(XH) @ SHL®(Qa) & Mg) + (XL & Qog & Q2)
(SHRY(XH) @ SHL®(Quq) & Mz) 4+ (XL @& Qa7 & Qa)
(SHR*(XH) @ Qag o Mgy 4+ (XL & Qg & Qy)
(SHL®(XH) @ SHRY(Qg1) & Mg) + (XL & Qoa & Q)
(SHRY(XH) & SHL®(Qq2) & Mg) + (XL & Qan & Qg)
(SHR (XH) @ SHL?(Qq93) & M7) + (XL & Qay & Q7)
(XH & Qa4 & Mg) + (SHL®(XL) @& Qqz & Qg)
(XH @& Qas & Mg) 4+ (SHRS(XL) & Qi & Qg)
(XH @ Qae ® Mig) 4+ (SHLS(XL) & Q17 ® Q10)
(XH &  Qar & Myy) 4+ (SHLYXL) & Qs & Q11)
(XH & Qog & Mya) + (SHRY}XL) @ g & Qial
(XH & Qoo & Mya) + (SHRYXL) & Qa0 ® Q13)
(XH & Qan @ Myy) 4+ (SHRT(XL) @& Qop & Q14)
(XH & Qa1 @ Myg) 4+ (SHRE(XL) @& Qoo & Q15)
Qoo @ M) +(XLD Qs ®Qy)) + (XH@Qoy & Mg)+(SHL3(XL) ®Qoz & Qg)
+  (XH@®Qqy ® Mg)+ (SHRY(XL)® Q5 ® Qg)
+ (XH @ Qog & Myg) + (SHLS(XL) & Q7 & Q10)
+  (XH @ Qoy & My )+ (SHLYXL) & Qs & Q11)
+ (XH%*QES*:PM123+(-‘-"HHEEXL:I%PQH%PQNJ
+ (XH @ Qoo ® Mya)+ (SHRYXL) @ Qog & Q1a3)
+ (J{H':E'anﬂ:'hfj.ﬂ'i'EEHHTEXLJ$QE1 Byl
+ (XH @& Qap & Myg) + (SHR?*(XL) & Qoz & Qq5)



o= Hy +  a My @ Hy - My @ Hy + Myp & Hip + Myg @ Hig + (Mg @ Hy,y
31 = Hg  + =y {Ma & Ha} - {Mn & Hn} + {Mu =y + {Mid & Hyg - l'da @ Hypy
Qz = Hg 4+ =z [y & Hp) +  (Mea Hep 4+ (Bl & Hog) - [Myg @ Hya) 4+ (Mps @ Hya)
Qg = Hy + a0 (M & Hg) - My & Hyp o o+ (Mg & Hg) = iMyp & Hyo)  + (Mg @ Hysy )
Q4 = Ha 4+ om0 (hdy & Hy) + (Mg Hgp 4+ (Rl & Hyg) = [Myg @ Hyy) - (Myga
Qa = Hg +  wp | (Mg & Hg) - (Mg & Hpp  + (Myp @ Hypl - (Mya@ Hia) 4+ (Mis @ Hy) )
Qe = He 4+ =y (hdy & Hy ) - (Mp& Hppo - (Mg & Hg) = [Myy @ Hyg) 4+ (Mg e Hysy
Qy = Hg +  az | (Mg & Hy ) - Mg & Hyp - (Ml i i) - iMyp & Hyg) - (Mg @ Hy )
Qe = g 4+ am (Mg & Hg) - (My& My - (Mg & Hg) +  (Myg & Hyg) - (My, @My
Qo = Hyg 4+ = (Mg & Ha) - (Mg Hg)p o+ (Mg & Hg) - (My & He) + Mg EHy,y
Qo= Hyz 4+ ag (Mg & Hg) - My & Hy) - (Mg @ Hg) - (M & Hel + (M @& Hyed 3
i1 = Hyz 4+ o=y (Mg & Hg) - [Mp& Hp)p - (Mg & Hag) - (Mg & Ha) + (Mg & Hg} )

iz = Hyz + a3 | (Mg B Hy ) + (Mg Hy) - (Mg & Ha) - (Mo & Ho) +  (Myp @ Hig) )
Giz = Hyy 4+ =z (Mg & Hg) + Mg & Hyl 4 (Ml i He ) +  (Myp @ Hip)  + 0 My @ Hyy )
Gia = Hya 4+ omy (Mg & Hg) - My & Hypo 4 (Mg & Hg) = My @ Hyy) - (Myp @ Hygy )
Me = Ho 4+ =y (Mo @ Hyzy - (Mg @ Hy) o - (Mg & Hg) - (Mg & Hg) + (Mg @ Hyzy g

Foo o= aliGai+ o200 + «3iGa) +a0(Gal + aliQa) + 22(Ga) + 23051 +a095] + a1 i9a) + 22(G0) + a2Gu0) + G0 +aiGial + 120G a1+
+aEiGiyg) + 005180

P = 11?[3 +]T[QS?$+ =Gz} + 20(Qq) + 21{Qa) + 22(Qe) + 13(Qr) +20(Ga) + +1{Fg) + #2(F1o) + 23(F 11} + O(G12) + 21{z)+
220 19) + =3(G1a)
Py Qo+ rif@e) + Q4 + r2(Ga) + Qe + rE(Qy) + Qg + rbiGol + Qoo+ reiQgd + Gam 4+ rE(Qaa) + Qg+ rTGa)
Fg Qe+ rlifu) + Qs + 7200} + Gy + r2(Qe) + Qg + 4G + G4y + ra(Gyal + Qg + 80040 + Gae
Py Qg+ riiQa) 4+ Qg + r2Gv) + Qe + rE(Go) + Qo+ rdiG ) + Gag + oaighs) + Gag + rEGa)
Py Qa4 rifQe) + Qe + 720081 + Qo+ r2(Qypl + Qg + rbiGiel + Qys + raiQg)l + Qs
Pg Qe+ rifQel 4+ Qg + 200Gl + Qo + r3G g0 + o+ rdiQ sl + Qg+ reiga)
P Qe+ riiQe) + Qo + r2(GQha) + Sy + rE3Qe) + Qg+ Qe + Qs
Pg Qe+ riiQgl + Qo + r2& ) + Gio + r3(Qis) + Gag 4 rdiQa)
Fg = Qo+ riifio) + 1y + 7205420 + Q45 + r3G41 + Qs
Pig = Qo + G0 + Qe 4 w2050 + Qg + m3050a0
Piy = Qg +rligyg) + Gys + w2834 + Gis
Fia = Qo +rligys) + Qg + r2Qys0
Pig = Qg +rlifgig) +Ga
Pry = Qa4 + 4Gl
Fia = GHa
Hy @ RGTLE[MDJ + RDTL:(MSJ - RGTLi;(Mm] + Kg N0
He & ROTLEI (M) + ROTL( My - RoTRY¥(Mmy) + O EHy O3
Hg @ ROTLEM.) 4+ ROTLE(Ma) - ROTLIZ(M4a) + Ko )
O e N RN R
{ { My} - i H
Hif & RGTLBEM:% + RDTLD(M:;) - RGTL’-B(M:,:; i .Pt: ;;
Hin &/ RaTL"[MEJ + RorelPimgy - RDTLi.:MD:. + Kg 0
Hiz @ RoTLRSimy) 4+ rRovLMimyyy - mRoTiiiMyy &+ He oW
Hyg & ROTLY (Mg + mRoTRiZpmgy - ROTLE Mg + g i
Hys @i mRoTEYiMmg 4+ RaTLiB:Mu] - moridiMsy  + K 7
Hua @ moTillimgy  + moreMimgg) - ROTLY My + ﬁcign i
Hy & ROTLI¥Myy) 4 ROTLI®(Mgy) - ROTLE M) + Ky )
Hy @ RoTLME My +  RoTR Sy - ROTL (Mg} + Kyz )
Hy & ROTLY (ML 4 ROTLY Mg - ROTLE My + Hym )
Hy @ ROTLYWMg 4+ RDTL2(M1) - ROTLY Msy  + Kyg )
Hy @i mRoTLYimy 4+ morifima - movel@iagy 4 me )
e = Hp
iy = Ry +=0{G4a)
g = Hgp 4 =4{Qya) 4 2(Qyy])
o = B+ rTiGag) + abiQye) + an(Gye)
Sap = 8y 4+ Qe +rT(Qyel + o ediGye) + a8 Qg)
Qo = Ha+ rBGe) + Qi'r+ rriGhe) + i) 4+ 58S}
Qoa = Rg+ Qe+ rE(Qyr) + Qe + ’7[‘?19] + r"[Qzu] + a2l )
Qog = Re+oraiflyg) + Gy + ~B0G08) + Qo + rTiGlan) + -*tﬁ?:13+ =8 Gag)
Qoq = R+ Qe+ ra(Qyrl + Qs + rG[Qin] + Gap + r7iQay ) + 4 Gag) + =8 (Gag)
San = g4 rdiQyal + Qe+ o8igha) + Qo 4 rEiQanl + Qo + rviQea )+ sd(Qag) +a3(Qag)
Qae = Ryg + Qia + -Gy + Qe 4 reifio) + Qoo + G} 4 Qg + rTiQlas) b abiGog) 4+ =2 (Gl )
Say = RByy +o3(Q4a) + Qyy + rd(Qye) + Qo + m3iQon) 4 Qo 4 r8iQaz) + Qlag + Qo)+ 4(Qas]) + ea(Qlag)
Qoa = Ryg + Qia + 3G + Qe + rdiQao) + Qoo + oG )+ Qag + reiQlas) + Qog F VG2 + 24iGge ) + a5(Qar)
San = Byg +~2(0ya) + Gy + r2004e) + Qo + ~biQon) 4 Qay 4 r2iQaz) + Qog +o8iQng ) 4+ Qog 4 rTiQog) +oed(Qoy) + s8(Qzg )
Qan = Ryg + Qia + 200G + Qe + rEQ o) + Qoo + 4G ) + Qaz + reiflas) + Qog F B(G2a) + Qo + rTiGar) + abiGas) + =3 (G )
Hag = Bys +r1{G4a) + Gy + r20e) + Qo + ~3Qe0) + Qag + rdiQaz) + Qog + ~2i0o )+ Goa + r8iQoa) + Qar + r¥iGes) + 24(Qan) + =2(Qgn)
Hy = (SHLY(XH) & SHR"[Qm] & Mgl + (XL & Qaa & Qo
Hy = (EHRTNE & SELM G & M) 4+ (XL & Qaa & Q1)
Hy = [EHRYXH) & SHL?(Que) & M3}  + (XL & Qe & Qa)
Hg = [SHRiiIHJ & SHE®(Qua)l & M3l 4+ (XL & Qor & Qe
Hy = (SHRVXH) & % & Mgl o+ (XL & Qag & Q4)
Hy = (FHLB(XH) & SHRP(Qoy) & Ma)  + (XL & Qog & Qa)
Hg = (erRliE @ sELYGaa & M)+ (XL & Qag & Ja)
Hy = (sHR i xHy @ SHL(GQaz) & Mel 4+ (XL & Gy & Qy)
Hy = ROTLA(Hy)  + (XH & 24 & M)+ (FHLYXL) & Qus & Q)
Hg =roTLl%m,  + (XH & Qas & Mgl + (SHRIXE)® gig @ Qg)
Hyp =ROTLL(mg) 4+ (XH & Qo & M) +  (EHLI(XL) & iy & Qi)
mHyy =RoTE g+ PXH @ gay @Myl 4+ [SHLUXL) S Qus @ Ghy)
Hyp =roTit g+ (XH & S28 @ Myz)  + (SHRIXL) & gua & gya)
Hyz =ROTLM )+ LOH @ Qo @ Mym) 4+ (SHEUXL) @ Qop @ Qi)
Hig —RDTLE(HEJ + [(XH & Ssn & M)+ (EHE] TIXL) & Gy @ Qua)
His, =ROTL"™({Hg] + [(XH & Qe @ Myal + (SHREYUXLEY @ Qog @ Qia)
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= AxA{(M @ H)+ ROTL'(H), e | f2
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= (M & La(Qy)) + (Qu & Lo(Qu)).
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